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ABSTRACT

With the recent increase in users’ dependence on the Internet and the spread of various IT devices, the influence of
information security on the users’ has expanded compared to the past. Therefore, it is expected to have an increased
influence on information security in personal life. In addition, as the intrusion factors that threaten security continue to
become more advanced and diversified (eg., fake news, cyberbullying, identity theft), the need for nurturing information
security experts is increasing. Furthermore, not only corporate information security workers, but also all individuals, cannot
be free from the threat of information security. Therefore, it is necessary to prepare various information security education to
improve information security awareness and induce proactive information security behaviors. In this study, characteristics of
domestic and foreign information security education courses are analyzed and provide a standardized framework for
information security education applicable to the domestic environment.
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Table 1. Information Security Education Framework
Contents Benefits
Acquiring inf ti it .
Ccquiring Iniormation security Reinforcement of
Elementary / behaviors and strengthening information securit
Middle school awareness through shared v
. . awareness and necessity
education with parents
Formal Providing high-quality information L .
. . . . . Strengthening information
Educational High School security education by developing .
. . security knowledge
Institution new teaching methods
. . . . Acquisition of convergenc
Opening of information security q.u sitio .O onve 'ge e
Undergraduate / . . . information security
and practical training elective
Graduate school . . knowledge based on
courses applicable to each major . .
various majors
R h and Devel t of . .
.. esearch an eve opmen. 0 Estabilsh new security
Securely Provision software assurance, security .
. . workstations
engineering and new technology
. Design fundamental
Operate and Defense analysis of computer secteliif l;indc? lss t:nd
Maintain network and infrastructure support v p P
keep safety
iali - - . B
Speciality . Provide legal advice and advocacy, Develop Chief Security
Area Oversight and ) . . .
strategic planning and policy Manager & Security
Development L.
development Strategy Specialist
Digital Forensic Investigate cybercrimes and data Understand data
Specialist administartion management
Security Analyze threats and manage whole Plan information security
Consultant information security risks strategy
Evaluation of the quality of . o .
. . . 4 Y Improving all individuals
. L information security education and . .
Public Institutions L . access to information
development and distribution of . .
. . security education
various free education programs
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